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ABSTRACT

Scambaiting is a form of vigilantism that targets internet scammers who try to trick people into advance
fee payments. In the past, victims were mainly contacted by bulk emails;, now the widespread use of
social networking services has made it easier for scammers to contact potential victims — those who
seek various online opportunities in the form of sales and rentals, dating, booking holidays, or seeking
for jobs. Scambaiters are online information communities specializing in identifying, documenting, and
reporting activities of scammers. By following scambaiting forums, it was possible to categorize different
scambaiting subgroups with various strategies and tools. These were tested in hands-on sessions during
creative workshops in order to gain a wider understanding of the scope of existing internet scams as well
as exploring counter strategies to prevent internet crime. The aim of the workshops was to recognize
and develop diverse forms of anti-scam activism.

INTRODUCTION

Cybercrime and online fraud are a growing phenomenon in computer-mediated communications. In
2015 the Internet Complaint Center (IC3) registered over 288,000 complaints; 127,145 reporting a loss
on an average of $3,718 (FBI, 2015). In the past, victims were mainly contacted by ‘unsolicited bulk
emails’: now, the widespread use of social networking services, messenger apps and heavy increase of
ransomware malware has increased the possibilities for scammers to contact potential victims and infect
multiple devices at once. (Bregant, and Bregant, 2014) (Edwards et al., 2017) Scambaiting arose as a
counterattack to scams carried out by vigilante online communities who investigate scam emails and
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implement several social engineering techniques to document, report or warn potential victims. (Atkins,
2013) Scambaiters are persons who reply to scam emails, being fully aware that emails are written by
scammers, tricking them into believing that you are a potential victim. This means that scambaiters turn
tables and lure the scammers into incredible story-plots, always giving scammers the feeling that they
will get a lot of money. (Smallridge et al., 2016) Every scambaiter has their own personal motivation to
justify their actions. Tuovinen et al. (2007) illustrate three possible motives: community service (social
activism), status elevation and revenge. In workshops the authors emphasized the role of community
service by documenting and sharing scambaiter plots, wasting time of scammers and exploiting their
resources as well as raising awareness about online fraud. Scambaiting is often portrayed as a practice
of humiliating the other. Lisa Nakamura (2014) argues that some of the scammers’ photos resemble a
‘parody of Christian baptism’, whereas others remind her of ‘something you have seen from Abu Ghraib’,
but she also points out that ‘images are put out of context’ and that they ‘rely on users who understand the
conditions under which they were created’. Still her conclusion is that the ‘main purpose of scambaiting
is to humiliate the other’. Often, correspondences are also hard to grasp or make no sense when put out
of context since it is never clear what was communicated beforehand over email in order to receive for
example a requested photo or a specific document. Dara Byrne (2013) oversimplifies that ‘scambaiters
are racists’ and ‘scambaiting tactics have never proved to be useful in crime prevention’. The author’s
intention is not to deny that there are subcultures within the scambaiting culture that are humiliating
and show racist tendencies. Whereas prior research heavily emphasizes scambaiters motivated by status
elevation and revenge, the author’s interest is in understanding other sub-groups that see themselves as
netizens who have a duty to provide a service to the internet community.

Over the recent years, the authors formed the ‘KairUs Art+Research’ (n.d.) collective and followed
different vigilante communities who fight against online fraud and implemented their strategies in artistic
case studies and workshops. The authors created two different workshop formats:

1. A general workshop called ‘Revisiting the spam folder’, where participants received an introduc-
tion into spam, scam and online vigilantism with hands-on exercises for beginning a dialog with
scammers and developing story worlds using easy access online anonymization tools.

2. The ‘Credible fiction — deceptive realities’ workshop that builds upon artistic research conducted
for the ‘Megacorp.!’(n.d.) artwork and provided participants with a hands-on approach to collect
open source intelligence about fraudulent online businesses.

The following paragraphs will take a closer look on two workshop models, different anti-fraud activist
groups, and presents hands-on examples that participants were conducting during workshops.

The Workshop Models

The ‘Revisiting the spam folder’ workshop offered participants both a theoretical and practical introduc-
tion to narratives in fraud attempts and fictional story worlds created by scammers and scambaiters. The
group sought to understand different sides of online fraud and through creative storytelling reflected on
issues like online privacy, virtual representation and trust within networks. Through a ‘Scam-the-Scammer
Kit’ (Figure 1) participants learned to create fictional online characters and infiltrated a scammers story
world to observe and interrupt their workflow. Each group explored how persuasive narratives are set-up,
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how characters are designed and how dialog is exchanged to build trust between the acting parties. By
using social media, various content generators and other tools to orchestrate internet fiction, workshop
participants created entrance points to a story world and started spreading traces of information in dif-
ferent channels, to raise awareness about online scams and to raise issues of trust betwixt and between
real and virtual. The workshop provided a base to discuss if components of scambaiting culture can be
used in terms of community service in form of creative activism. Participants learned how story worlds
are build, how characters are designed and dialog exchanged to build trust between actors.

Workshops were planned in two modules: a ‘theoretical introduction” and ‘hands-on’ exercises. By
introducing several scambaiting subgroups participants got to know different scam formats and strategies
to unveil, disrupt and document the criminal attempts. In hands-on excercises participants had a chance
to try out the introduced tactics.

THE THEORETICAL MODULE

This part introduced participants to the history of real life scamming, starting off from early 16" century
where face-to-face persuasion known as ‘Spanish prisoner scheme’ or ‘Pig in a poke’ were widely used
to trick victims. Over centuries basic schemes have been adapted to new ways of communication: let-
ters, telegraph, fax, phone or Internet. A global boost happened in the 80’s with growing use of emails,
enabling scammers to contact a large number of people fast and very cost efficiently. Participants dis-
cussed their encounters with online scams and shared strategies they knew to report or adjust spam filters.
For describing different scam types the authors designed quartet cards (Figure 2) that were created as
part of the artistic installation ‘Re: Dakar Arts Festival’ (KairUs, 2011). The cards follow the design
of classic quartet cards that were originally developed for educational purposes. In a playful way, the
cards raised awareness about various scam types, provided background information and offered further
links to communities who fight against and report criminals. Scambait forums, investigative researchers
or law enforcement all have their own methods for categorizing scams. Therefore, a challenge was to
design eight categories, with four cards in every category and each card revealing a scam type, while
still keeping it short and fun. Some of the cards are linked to online sources, giving yet another layer to
dig deeper into the world of scamming.

After establishing a collective understanding of what scams were investigated how the world of fraud
has been reflected on in different genres — ranging from pop culture to contemporary art. The authors
introduced latest artistic projects and research including related artistic works such as ‘Spamming back’
by Christoph Schwarz, ‘spam-scamscam’ by Dean Cameron and Victor Isaac and ‘The Scammer and
scambaiter issue’ by Mishka Henner. Looking at related artistic reflections on spam and scams, the
authors presented artistic performances and visualizations of the phenomena.

In his work ‘Spamming back’ Christoph Schwarz (n.d.) plays the role of a young gallery owner, who
discovers internet scammers as a new avant-garde art movement. He interprets received scam mails as
part of artists’ portfolios and starts selling them in his gallery. After each purchase, a polaroid photo
of Schwartz and the collector is taken and immediately sent to the con-artist via email. Using the same
types of promises as spammers do, he offers his services as a leading gallery in Austria, while trying to
trick scammers into a contract of advanced payment at the same time. Confronting the spammers with
their own strategy is the eponymous principle behind the artwork.
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Figure 1. ‘Scam-the-scammer kit*
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Dean Cameron and Victor Isaac are performance artists, who perform a duologue on stage in their
theatre performance ‘Spam- scamscam’ (n.d.), which is taken from the actual email correspondence
with a scammer, documenting a hilarious relationship as it descends into a ‘miasma of misunderstand-
ing, desperation, and deception’. This example illustrates well how complex storyworlds emerge from
dialogs between a scammer and a scambaiter.

Mishka Henner picks up issues of the scambaiting topic in his artworks: For the photograph ‘The
Skammerz Ishu’ he corresponded for a month with a scammer and directed him to pose with a Barack
Obama mask (Vice, 2013). The photo and the background story were featured in the VICE magazine
UK. In a second work, ‘Scambaiters’ (2014), he exhibited hand-drawn sign boards and trophy images
of posing scammers taken from the 419Eater forum. Both works emphasize the humiliating side of
some scambaiters and do not represent the tedious work that a lot of anti-scam activists perform against
online criminals.
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Figure 2. Scam quartet cards

(

The three works introduce the main characters; the scammer, the victim and the scambaiter, and
provide a base to further discuss questions such as:

How do scammers justify their actions?

What makes victims reply on the most ridiculous spams?
What motivates scambaiters?

What tools do scambaiters use to gain the trust of scammers?
What different strategies do scambaiters use?

The discussions were initiated through various exercises depending on the length of the workshops.

Several videos portray the scammers, victims and the scambaiting culture and its terminology and
draw parallels to role playing and computer gaming culture. The authors bring up for discussion themes
of trust: face-to-face vs. online, physical being vs. self-representation or real vs. the virtual. With this
introduction to the world of scams, the organizers wanted the participants to try out strategies used by
different scambaiting groups. In the following paragraphs the authors present scambaiting and anti-fraud
activist groups, outline their main strategies and give examples how their methods were explored in the
workshops.

THE PRACTICAL MODULE

The practical part of the ‘Revisiting the spam folder’ workshop started out by introducing the participants
to a specially designed ‘Scam-the-Scammer Kit” (Figure 1), a collection of tips for secure and ethical
scambaiting, instructions how to start a non-traceable design of a new online identity, tools to quickly
design a credible character and a story world around the bait by using transmedia storytelling methods,
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social media and various content generators. The participants were guided to perform a scambait either
through a pre-established online narrative or through several tasks and ‘missions’ that allow one to design
an own character within a virtual story world. The participants crafted first reply-mails to scammers and
depending of the time-frame of the workshop it was also possible to receive answers from criminals. By
replying to a scammers email participants started to collect background information in order to report
and alert others about the scam on different web-forums. To support their warning reports, they col-
lected evidence in form of background information or documents that were provided by the scammer.

The following paragraphs introduce different subgroups of scambaiters and their creative methods
and easy to use tools that were tested out during the workshops. These subgroups include:

1. ‘Scam Alerters’, a group who report scam emails to warning platforms.
‘Trophy Hunters’, a group who contact scammers in order to collect evidence that the scammer
believes the scambaiters stories.

3. ‘Website reporters’, who host the world’s largest database of fraudulent websites.
4. ‘Romance scam seekers’ who report fraudulent profiles on SNS and online dating platforms.
5. ‘Inbox Divers’, who gain access to scammers email inbox to monitor and report criminal activities.

Scam Alerters

‘Alerters’ identify and report online scams to increase general awareness of internet scams. They warn
individuals and groups who are vulnerable to scams, providing detailed and reliable information. Fur-
thermore, they supervise victims to protect them against follow-up scam attacks. Several websites and
forums provide information for potential victims; romancescam.com spotlights particular issues like
online dating scams, whereas others like scamvictimsunited.com provide support for fraud victims.
By taking a closer look at scamwarners.com, ones can see that members of 419eater.com initiated it to
document unsolicited emails and fraudulent offerings. The forum serves as a platform to authenticate
and discuss received emails. As a result, other potential victims are informed about new scam types and
warned against email proposals that are just ‘too good to be true’. For victims who have already fallen
for a scam, this platform provides a section with FAQs and further advice.

Workshop Exercises: Identity Creator Tools and Online Searches

Each scam narrative needs actors who engage in wild stories about stereotypical corrupt politicians
and large sums of money, funds that you can claim as a next-of-kin. To show the workshop participants
how scam identities are created, they were introduced to different online name generators. An ‘Identity
creator’ (n.d.) lets you create a virtual persona within a couple of mouse clicks. By choosing parameters
like gender, age, name set, and country, it is possible to create quite a plausible fake identity. It also pro-
vides random street addresses and background information like birthday, occupation, blood type, weight
and height. These basic traits help when character’s personality, physical appearance or soft skills are
further defined. With the generated identity they were able to reply to certain emails and start collecting
informations that can be posted on warning platforms.

In a second exercise the authors reversed the objective of the task, this time diving into participants
spam-folders, identifying different characters and perform an online search to find background informa-
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tion of involved participants. Participants found several online warning platforms that focus on raising
awareness on online scams and document fraudulent email accounts and phone numbers.

The Trophy Hunters

Trophy Hunters’ are scambaiters who reply to scam emails, tricking internet scammers into believing
they are a potential victim. These type of scambaiters aim for so called ‘trophies’. A trophy - something
that scambaiters acquired from scammers - can be of physical or virtual nature. It functions as proof
of a scammer believing story-plots and serves as an evidence of additional work or expenses that were
caused while following terms of the scambaiter. A trophy can vary depending on actual goals of the
scambaiter: it can be some kind of documentation like a photo, recorded audio or video, a filled out form,
a fake bank check, sometimes even hand crafted objects (Berry, 2006). A trophy can also be acquired
when a scambaiter manages to lure a scammer into fulfilling a time consuming and tedious task to inter-
rupt the scammer’s workflow. There are many different examples of trophies, ranging from humiliating
photographs to documents that show scammer’s wasted time, unveil their working practice or help to
identify criminals who run the scam.

Workshop Exercise: Fake Forms

When businesses operate on an international level, administrative barriers can easily get in the way. This
is a tactic often used by scammers and scambaiters for their own reasons. To appear professional and
gather sensitive data, scammers use forms that victims have to fill out in order to proceed with business.
Forms are taken from real companies or mimic businesses like banks, shipping traders or state institu-
tions. Most famous bogus certificates are: ‘Anti-Drug clearance form’, ‘Anti-Terrorist certificate’ and
‘Anti-Money laundering certificate’. (Figure 3) The certificates are supposedly issued by the United
Nations, the International Court of Justice or by the local government in the country where business
takes place. Scammers often use these certificates to request another money transfer. Scambaiters use
simple forms to either waste scammers time by filling out long documents or to gain more information
about scammers identities. They collect these forms as a proof that scammers believe narratives of the
scambaiter. During the workshop participants were handed printouts of several forms to check which
ones are real and which ones are fake. Fake forms were further discussed in which story-plots they can
be used and if they would be more beneficial for scammers or scambaiters.

Workshop Exercise: Calling a Scammer

Besides filled out forms also audio recording of a more personal communication with a scammer can
serve as a trophy. During an exhibition of ‘Let’s talk business’, a scam-related artwork of the ‘KairUs
Art+Research’ collective, several scam emails that include phone numbers were presented to the public
and phone numbers that criminals used to get in direct contact were called. Once connected to a criminal,
visitors were able to ask questions regarding the business proposal and discussed which further steps
are necessary to continue the business. Whole conversations were recorded and considered a trophy,
proofing that visitors were bold enough to talk with an online scammer. In discussions after the exercise
this experience helped participants to understand that there is a real person behind the scam, something
that often remains unnoticed in text based correspondence.

328



Internet Crime and Anti-Fraud Activism

Figure 3. Fake ‘Anti-Drug clearance form’ and ‘Anti-Terrorist certificate’
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Website Reporters

To appear professional and to increase their trustworthiness, scammers often run fake websites on Top
Level Domains (TLDs) as part of their scams. These websites mimic real businesses — online shops,
banks, charity organizations, religious groups or IT companies. (Tambe Ebot, 2017) ‘Website Report-
ers’ identify these websites for instance by linking DNS entries to scammer databases. They then docu-
ment any illegal activities and report their findings to hosting providers to get the websites removed or
banned. The largest Internet community dedicated to stopping these activities is called ‘Artist against
419’ (AA419), which hosts one of the world’s largest databases of fraudulent websites. Once a fake
website is registered, AA419 informs the hosting provider of the site, giving detailed evidence of il-
legal activities and requesting the site to be shut down for violation of terms of business. In 2003, the
group started using custom software like ‘Muguito’ or ‘Lad Vampire’ to organize virtual Flash Mobs.
The programs repeatedly downloaded images from fraudulent websites until the bandwidth limit was
exceeded. This action can be considered as ‘bandwidth hogging’ rather than a ‘Distributed Denial-of-
service’ attack (DDoS), since a DDoS attack targets a whole server and not just a single website. The
group provoked lots of discussions and controversy with these illegal virtual Flash Mobs, but itself saw
this as a valid way to take action against hosting providers that did not react to their requests to take
down a fraudulent website. According to their website, the group stopped organizing virtual Flash Mobs
and discontinued the development of those particular software programs after September 14th, 2007.
In the same year, AA419 teamed up with the London Area Metropolitan Police fraud alert unit. They
also continued maintaining good relationships with many hosting providers, who now use the AA419
database to locate illegal sites and delete them from their servers. (Espiner, 2007)
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Workshop ‘Credible Fictions: Deceptive Realities’

For this subcategory authors created an own workshop in which the artwork ‘Megacorp.” by the authors
served as a point of departure to further investigate Internet activism, fake websites and how ‘open
source intelligence tools’ (osint) can be applied to unveil these fraudulent businesses. Companies ex-
ist only virtually and are used by cyber criminals for phishing attacks or to support scam stories. The
‘Megacorp.” exists therefore as an umbrella company for subsidiary companies that are 100% dummy
corporations. ‘Megacorp.” operates on a global scale and is constantly growing with firms represented
in almost every branch of industry. Strategic objectives according to the ‘Megacorp.” Mission state-
ment is to: “offer complete services from one source which can serve the entire market”. Accordingly
subsidiary companies cover domestic and international export, real estate agents, insurance companies,
law firms, security companies, banks, educational institutions, hospitals, online commerce, economic
communities and ministries. The functions of ‘Megacorp.’ are presented in the form of an interim report
and company visuals. The archived websites are locally available allowing visitors to explore the current
fake website repository (Figure 4).

After the presentation of the ‘Megacorp.’ collection of fraudulent websites the authors proceeded
to an exercise how to recognize fake businesses online. A checklist of osint-tools was presented to the
participants, and evidence of fraud was gathered and discussed.

The checklist included:

° General look & feel of a website:

° Are photos squeezed to fit in certain places?
° Are logos pixelated or badly manipulated to fit into an image?

Figure 4. The ‘Megacorp.’ business conglomerate artwork
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° Are domain names spelled correctly?
° Are contact emails same as the domain name or is it a free-to-use webmail service?

e  Check freely accessible meta-data like:

° Trade registry number,
o VAT number or the
° Company address and telephone number.

e A ‘whois-lookup’ on targeted domains can unveil when a domain was registered, most recently
updated and how long this registration is valid.

e An online plagiarism checker helped to find clones of websites.

e  Using areverse ‘IP-address lookup tool’ it is possible to gain more insight about all different web-
sites and domains hosted on that IP-address. Often scammers run several websites at once and it
is just easier, cheaper and more convenient to host them under the same provider. This way, it is
often possible to observe working methods of a group of scammers who operate several websites
at once.

By applying these tools and working through a checklist, participants analyzed a website, raised the
suspicion that the website is not legit and collected background information to report the suspicion to
the hosting provider. Through a form the participants reported their suspicion of the fraudulent website
on the AA419 forum and added it to their database. After that, it was possible to file a “Terms of Service
(TOS) and Acceptable Use Policy (AUP) Violation’ report to the hosting provider, asking the abuse team
to investigate the website in question with a request to take it offline as soon as possible.

Romance Scam Seekers

People use ‘Social Networking Sites” (SNS) to keep in touch with family and friends or find new partners
to extend their private and business networks. Some use SNS, chat rooms or special ‘Online Dating’
websites to develop a personal, romantic, or sexual relationship with like-minded people. Scammers use
these sites to set up their fake profiles, often targeting single men and women who are willing to pay
them money. These profiles often use photos taken from modeling or social networking sites, making the
photographed people as much victims as the people who take them as legit. This sort of online relation-
ship can be a very intense experience, since scammers will try to get in touch with victims on a daily
basis by using multiple media channels (Email, Chat, VoIP, etc.), as well as sending physical evidence
to acknowledge their deepest love. Blinded by love, victims pay upfront for translation fees, medical
bills or visa fees. (Warner, 2011) ‘Romance scam seekers’ are fully aware that scammers contact victims
with the intention of tricking them into making fraudulent payments. They pretend to be flattered by the
scammers’ attentions and give impressions that they can be trusted easily. These scambaiters then docu-
ment the scammers’ practices and post their findings on victim warning forums like scamdigger.com or
compile stories for booklets like ‘Hello Sweaty’ or guides like “The Scam Survivors’ Handbook’ to warn
potential victims (Cambaiter, 2012). They also try to track down people whose photos are used in scams
and block scammers from creating more fake profiles on dating websites. In the case of romance scams
it is important to understand that dating cultures are diverse, and each individual asking or providing
financial help is not necessarily a scammer. As Jenna Burrell (2012) describes in her book ‘The invisible
Users’, Africans in general face prejudices because of West African scammers when trying to contact
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strangers online. Several West African countries are blacklisted, and access to Online Dating, Internet
Banking or Auction Sites are blocked. Denied access to information and services based on geographical
location reveals unequal and undemocratic sides of the Internet.

Workshop Exercise: Exif-Data and Reverse Image Search Engines

Scammers often send images to prove their authenticity to victims. Images that come in the .jpg or .tiff
format carry metadata that is stored as ‘Exchangeable image file format’ data (short Exif-data). When
taking a photo, metadata like date, time, camera settings (e.g. camera model, aperture, shutter speed,
focal length, metering mode, ISO speed), GPS location information and an image- thumbnail is saved
and embedded within the image file itself. This is mostly done by default without camera owner’s notice.
This Exif-data is also saved in wav-audio files.

By introducing different exif-data viewers participants were able to analyze whether a photo was
edited or where and when it was taken. This can often help to prove authenticity of a person or a story.
Another tool to test authenticity of images is to use ‘reverse image search’ engines that specify finding
matching images rather than finding content according to keywords, metadata or watermarks. When an
image is submitted, a digital fingerprint is created that is compared to every other indexed image. Differ-
ent engines and plugins vary in their accuracy, from finding similar images to exact matches including
those that have been cropped, modified or resized. This way it is easily possible to analyze an image and
check if the same or similar images are posted on other blogs and websites.

Inbox Divers

‘Inbox Divers’ are social engineers (Mann, 2010) who log into the scammers email account and warn
potential victims or report ongoing criminal activities. (Krebs, 2013) Browsing through an email Inbox
gives a very personal insight into working methods of a scammer. Scammers often use email inboxes
to store additional information, like other account passwords, documents they use to gain victims trust,
email-drafts unveiling their scamming practice or chat-conversations with fellow gang members. A
scambaiter has been collecting email accounts and potential passwords of scammers and provides them
to his fellow anti-scam activists. Group members then log into the scammers email account to monitor
the criminals practices, warn victims and file reports.

Workshop Exercise: Analyzing a Scammers Inbox

During a workshop participants were handed out login details of a scammers email account. They were
also suggested a checklist to follow while analyzing the Inbox:

1.  Lookout for potential victims who are in regular contact with the scammer and believe the stories
of the scammer, or even worse, are ready to pay money. These victims should be warned and are
advised to stop any correspondence with the scammer.

2. Once all potential victims are warned the inbox is scanned for credit card numbers or bank account
information. Account details are further reported to bank officials or credit card fraud departments
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who monitor accounts. For this the scambaiter forwards a copy of scammers email including the
account holder’s name, bank name and address, account number, IBAN and BIC code.

3. Email accounts are often used to store email scripts, harvested email addresses, fake documents
(passport templates, fake identification cards, Anti- terrorism and Drug clearance Certificates) or
photos that scammers use as material to tell their stories.

These photos and documents get clearly labeled as ‘FAKE’ or ‘used by scammers’ and published on
anti-fraud websites. By doing so participants were using the same forums as the ‘Scam Alerters’ do. In
group discussions participants presented their findings and together discussed where to publish gathered
information and how to proceed with infiltrated accounts.

CONCLUSION

This chapter presented individual or community-driven scambaiting and anti-fraud activists strategies
that were explored in workshops for taking action against internet criminals. Lots of time and effort is
invested by these groups in documenting and sharing methods of scammers to warn other internet users.
‘Scam Alerters’ post scam emails and give tips to victims on how to avoid further scamming schemes.
Some “Trophy Hunters” use humiliating methods like asking the scammer to send embarrassing photos,
while others try to document their practice by asking for official documents, or waste the scammers time
by giving them long and tedious jobs to accomplish. ‘Romance scam seekers’ track down scammers
on online dating platforms and post findings on victim warning forums. To prove the authenticity of
photographs they use reverse image search engines or analyze the images metadata. ‘“Website reporters’
compile a register of fake web-sites and cooperate with hosting providers to get websites shut down.
‘Inbox Divers’ infiltrate scammers email accounts to warn victims and document organized scamming
activities. Between 2013 and 2015 the authors organized more than ten workshops varying from a
lecture series held at the Department of Web Sciences, University of Art and Design Linz (Austria), to
full-day or half-day workshops at conferences and festivals. Shorter workshops (2-3 hours) were better
suited to give an overview over different scam methods and discuss ethical issues when being in contact
with Internet scammers. In longer workshops tools were presented in more detail and people had time
to actively work on storytelling and corresponded with scammers. Looking at scam phenomenons from
the perspectives of scammers, scambaiters, anti-fraud activists and victims enabled discussions on top-
ics such as data security, digital divide self-representation on the web. By introducing tactics and tools
that scammers and scambaiters use in their communication demystified the communities and offered
a new and engaging approach to deal with them. In the workshops it was also proven that scambaiters
are a far more diverse group than media as well as previous literature or artworks have been portraying
them. The exercises and tools tested by the participants were found useful in recognizing fake and fraud
among our daily digital stream of information. Further experimental investigations into the scambaiting
subcultures are needed to determine what tools are used by groups such as ‘bank guards’ or ‘safari agents’.
(Kronman, & Zingerle, 2013) Whereas online fraud can’t be totally prevented this type of workshops
can be seen as an important addition to any netizens media competence skills.
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KEY TERMS AND DEFINITIONS

Digital Storytelling: Digital storytelling describes the practice of everyday people who use digital
tools such as social media, blogs, podcasts, video sharing, or email messages to tell stories. These stories
can include digital narratives such as web-based stories, interactive stories, hypertexts, and narrative
computer games. Many people use elaborate non-traditional story forms, such as nonlinear and interac-
tive narratives.

Nigerian 419-Scam: 419-scam is a form of advance fee fraud that mainly uses telephone and email as
a communication medium. The number 419 refers to the section of the Nigerian Criminal Code dealing
with fraud, but is not limited to fraud schemes originating from Nigeria. 419-scam or “four-one-niner”
became a common term for all advance fee fraud scams that are carried out over the internet, no matter
whether they originate from Nigeria or from a different country.

Open Source Intelligence: Open source intelligence (osint) strategies refer to intelligence that has
been derived from publicly available sources both on- and offline. It includes a wide variety of informa-
tion and sources such as traditional media (radio, newspaper, tv, advertisement), web-based communities
(social networking sites, wikis, blogs), publicly available government reports, company advertisement,
gray and white papers, or observation and reporting. The term open source is not related to open source
software.
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Phishing: An attempt to get sensible information such as bank details, username and password combi-
nations, insurance details, or credit card numbers for malicious reasons. Phishing is typically carried out
in email communication by masquerading a trustworthy company and copying their corporate identity.

Scambaiting/Scambaiters/Anti-Fraud Activists: Scambaiting arose as a form of counter move-
ment to the massive unsolicited bulk mailing of spam and scam mails. It is considered a form of online
vigilantism and encompasses forms of online anti-fraud activism in order to waste the time and resources
of the scammers, collectively gather information that will be of use to authorities, and publicly expose
the scammer. In this thesis, the author uses both the terms scambaiter and anti-fraud activist. The term
scambaiters refers to a very diverse group of online vigilantes, whereas anti-fraud activist refers to
persons who take action motivated by a certain sense civic duty.

ENDNOTE

! “Megacorp” is a corporate conglomerate inspired by its equally powerful counterparts in science
fiction. The artwork is based on a collection of fake websites scraped from internet. These com-
panies exist only virtually and are used by cyber criminals for phishing attacks or to support scam
stories.
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